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HIPAA Worksheet for Determining The Type of Research Data Being Used or Disclosed
	The HIPAA requirements that apply to research depend on the type of data (including data derived from biological specimens) proposed to be used or disclosed in a study.  This form will assist you in determining the type of data to being used or disclosed in your research and subsequent steps to take.

	1.
Does your study involve the viewing, handling or collection of pre-existing health information or the collection or creation of new health information? 
 FORMCHECKBOX 
  Yes….Existing health information                      
 FORMCHECKBOX 
  Yes….New health information

Health information is information created or received by a health care provider, health plan, public health authortiy, employer, life insurer, school or university, or health care clearinghouse that relates to (1) the past, present, or future physical or mental health condition of an individual; (2) the provision of health care to an individual or (3) the past, present, or future payment for the provision of health care to an individual.

If you did not check “Yes” to either option above, no protected health information will be used or disclosed in this study.  You are finished with this Worksheet.  

If you answered “Yes” to either of the above, continue to #2.

	2.
Will the health information be viewed, collected or disclosed by any of the following?
 FORMCHECKBOX 
    Health care provider (at GWU or elsewhere)
           


 FORMCHECKBOX 
    Health plan; or 






 FORMCHECKBOX 
    Healthcare clearinghouse





If you did not check any of the above, no protected health information will be used or disclosed in this study.  You are finished with this Worksheet.  

If you answered “Yes” to any of the above, continue to #3.

	3.
Does the health information in your study include any of the following direct identifiers? (check all that apply)

	1.  FORMCHECKBOX 
   Geographic subdivisions smaller than a State, including street address, city, county, precinct, zip code
2.  FORMCHECKBOX 
    Dates (except year) directly related to an individual, including birth date, admission date, discharge date, date of death

3.  FORMCHECKBOX 
    Any other unique identifying number, characteristic, or code


4.  FORMCHECKBOX 
    Names





5.  FORMCHECKBOX 
    Telephone numbers



6.  FORMCHECKBOX 
    Fax numbers




7.  FORMCHECKBOX 
    Electronic mail addresses

8.  FORMCHECKBOX 
    Social security numbers 



9.  FORMCHECKBOX 
    Medical record numbers



	10.  FORMCHECKBOX 
    Health plan beneficiary numbers


11.  FORMCHECKBOX 
    Account numbers 




12.  FORMCHECKBOX 
    Certificate/license numbers



13.  FORMCHECKBOX 
    Device identifiers and serial numbers


14.  FORMCHECKBOX 
    Web Universal Resource Locators (URLs)

15.  FORMCHECKBOX 
    Internet Protocol (IP) address numbers


16.  FORMCHECKBOX 
    Biometric identifiers, including finger and voice prints

17.  FORMCHECKBOX 
    Full-face photographic images and any comparable images
18. FORMCHECKBOX 
    VINs & serial numbers, including license plate numbers



	4.
If all of the identifiers listed in question 3 above were removed from your data, do you have actual knowledge that the remaining information could be used along or in combination with any other information to identify the individual from whom the data were collected?






 
 FORMCHECKBOX 
    Yes

	5.
Does your study involve de-identified information?

If you did not check any of the elements listed in 3 above and you did not answer “Yes” to question 4 you are using or dislosing de-identified information as part of this study.  
If you did not check any of the identifiers in question 3 or “Yes” in question 4, no health information will be used or disclosed in this study.  You are finished with this Worksheet.  

If you checked any of the elements listed in 3 above or “Yes” to question 4, your study involves a type of PHI.  You must continue with this Worksheet to determine the type of PHI involved in your study.

	6.
Does your study involve a limited data set information?


If you checked the first 3 elements in question 3, but did not check to the remaining identifiers and you did not check “Yes” to question 4 your study involves limited data set (LDS) information.  A Limited Data Set Agreement should be submitted with your new study application. 

Please note that LDS information is limited to the use of dates, addresses (except street addresses) and code-links.

If you clicked on any number 4-18 in questoin 3 or you answered “Yes” to question 4 you must continue with this Worksheet.

	7.
Does your study involve PHI?



If you clicked on question 3 (4-18) or you answered “Yes” to question 4, your study involves PHI.  Check “Yes” to Synopsis Section II/5c and do one or more of the following:

1) If requesting to view PHI in order to support recruitment activities prior to subject consent, submit a “HIPAA Partial Waiver of Research Subject Authorization…” with your new study submission.

2) If requesting to view PHI subsequent to recruitment activities without subject consent submit a “HIPAA Full Waiver of Research Subject Authorization…” with your new study submission (if #1 applies as well, only submit a “Full Waiver”).
3) In order to fully inform subjects of rights regarding the disclosure of PHI, indicate PHI language into subject consent form per Medical Consent Form Creation Guide. 


