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Distributing Forms

Once you have finished setting up all the form fields, you may choose to send the form to others to fill out and
return to you. To do so, you need again to be in ‘Editing’ and not ‘Preview’ mode.

1. Under ‘Tasks’ on the right side of the screen, choose ‘Distribute’.

Distribute Form

How do you want to collect responses from your recipients?

Manually colleck responses inmy email inbo

An email attachment allows you to:

I E Distribute

<: l « Send your form as an attachment using Acrobat of your mai client,
i [
:> =] Respond

= ]Eﬂ
F +« Recipients can use fdobe Acrobat or Adobe Reader to fill in the Farm,

+« Responses are returned bo vour mailbo,

=] @I] Collect
;-«- + Acrobat copies each response into a maskter response file as they are

Ill_l'i]_‘ returned.

[Iremember my choice

] Mext = ][ Cancel

The ‘Distribute Form’ dialog box appears, with the choices of manually collecting responses in your email box,
or automatically collecting them on your own internal server.

2. Select ‘Manually collect responses in my email inbox’ and then hit the ‘Next’ button.

3. The next screen asks, “How do you want to distribute your form?” You have two options:
a. Send it automatically using Adobe Acrobat
b. Save a local copy and manually send it later.



4. Choose to the send the form automatically using

Acrobat.

a. Note: To use this option, your computer
requires a working desktop email
application, (i.e. GroupWise, Outlook,
etc.). If you do not have one, you will
need to save a copy of the form to your
computer and send it manually (the
second option).

5. Click ‘Next’.

If this is your first time using this feature,
Adobe Acrobat will prompt you to enter your
information (i.e. email address, name, title,
and organization). After you have entered the
information and verified that all of it is
correct, click the ‘Next’ button. If you have
used this feature before, your information
will be stored and you won’t be prompted to
enter this information again.

Distribute Form

How do you want to distribute your form?

| (%) 5end it automatically using Adobe Acrobat |

() save alocal copy and manually send it later

Send automatically requires a working email application on this computer. Ta send the
Form via & web-based email account, use the manual send option (you can then send
the Farm at anytime),

v

Mote: your license limits forms distribution and/or suggestion

Check the ELLA For details

£

< Previous l I Mext > I l Cancel

Distribute Form

This information identifies you to all reviewers:

Email Address (required figld):
I
Marne {required fisld):

Title:

Organization Mame:

(J The above infarmation is stored in Acrobat Identity Preferences.

< Previous Cancel

E3)




7. If youreceive an error message indicating that you do not
have a working desktop email application set up, then you
will need to go to the Windows Control Panel to set it up.

> Control Panel > Internet Options.
b. Click on the Programs tab and click on the down arrow by
the E-mail field to select your application.

a. From the Start menu on your computer, choose Settings AR
HTML editor:

|E-mail: | |N0vell Groupiiise V|

Mewsgroups: |Novell Groupiiise hd |

Internet Call: |NetMeeting w |

Calendar: | v |

Contact List: | A4 |

8. When the next dialog opens type
the email address(es) of your
recipient(s) in the ‘To’ section,
separated by commas.

9. Although Adobe Acrobat provides
default content for ‘Subject’ and
‘Message’, you can populate these
sections with content tailored to
your organization.

10. Make sure that the ‘Collect name
& email from recipients to provide
optimal tracking’ option is
checked.

11. Then hit the ‘Send’ button.

Internet Options E| g|

General || Security | Privacy | Content Connectionslpmgrams |Advanced

Inkernet programs

Default web browser

@ Internet Explorer is the default web
( browser.

Tell me if Internet Explarer is not the default web browser,

Manage add-ons

Enable or disable browser add-ons

Yol Manage add-ons
installed in your system,

Ok ] [ Cancel

Distribute Form fg

Delivery Method:  Manually collect responses in my email inbox

To.., ‘

Subject: |Please complete the Form Order_Form_Film_Transfer_distributed, pdf

Message: ﬁ DviDocuments and SettingsimiberhiDeskiopyOrder_Formn_Fil... Reset default message

‘fou are invited to complete the Form "Crder_Form_Film_Transfer_distributed.pdf, ¥ou can use Adobe Acrobat
or Adobe Reader tao fill in this Form,

Click the attachment ko open the form in Acrobat or Adobe Reader. When vou are finished, click Submit to
return wour data ko the farm author,

Get the free latest version of Adobe Reader from:
<http: v, adobe, comfoo/reader =

Collect name & email from recipients to provide optimal kracking




Once you have sent the form, the ‘Form Tracker’ opens to help you track the form that has just been

distributed. You will notice

= Tracker,

that it tracks I’ECipie nts who [y Latest Updates Forms > Distributed > Request a Print Journal Volume or Article_responses_0001
=] eviews
have and have not Ao o
. E& o 1\_“1 View Responses
respo nd ed to yo urema Il’ as =] ﬁl Farms Your form has been successfully distributed. Responses will be combined into a
El |E'$ Distributed single file.

well as the total number of

%] Request a Print Journal Volume
Request a Print Journal Yolume

recipients who received the B v 2ot oot Response File Location: e

. EHEL Received istribute n: 18/ 149 using email attachmen
email. The tracker also allows T pistributed © SE/EE/R0L: SHeEAL FH weing Small stschment
you to add additional ﬁ Cpen Criginal Form

recipients at any time, and to

Responses

Recipients Responded (New): 0

email reminders to recipients
Who have not yet fi”ed out Recipients Not Responded: ]

Total Recipients: 2

the form. The Tracker also

€ Email Il Recipients 3 Add Recipients
keeps track of the responses & : -

@~ Email Recinients Who Haven't ecponded

to the form.

Email Recipient Name
crharris@gwu.edu

miberh@gwume.edu

< bd

=1

Expand &l Collapse all @

Date/Time

. . . .| Vi Resp:
If you click on ‘View Responses’ in the Tracker, [ View Responses

Your form has been successfully distributed. R

you will launch the ‘Form Response File’. single file.

e

will be c d into a

S Y R OE m

Welcome to your form response file

Update: Check for new responses

Filter: Show only those responses that match your criteria

Export: Create a spreadsheet file that you can open in another application

Archive: Move responses into a hew archive response file

GET STARTED

12. Click on ‘Getting Started’ at the bottom of the “Welcome Screen’.




As responses come in, they will appear in the response file, as seen below.

ournal Yolume or Article_to distribute_responses.pdf - Adobe Acrobat Pro
File Edt Wiew SWindow Help

@ Create ~ @ @ % | ‘ Edit. ‘ E Layuutl i= Files ‘ |Sear:h

5 Update: |F"'3' m
s

= Filter

F'; Export ~

=

=1 Archive -

Request a Print Journal
volume or Article_to

The options on the left of the response file allow you to manipulate, update, and store
E Update collected data, among other things.

Filter

_1

=
[

¥port -

=a
L
=
g -
—-—

13. Close out the tracker file when done, saving the file if prompted.



Filling out and sending back a form you’ve received

el S

Send Form

Open the form attachment in your email and fill it out.
Next, click on ‘Submit Form’ near the upper right corner of the screen
The ‘Send Form’ dialog box appears.

Enter your name and email address and press ‘Send’.

Ta: mibcrh@gwume. edu

Subject: Subriitting Completed Farm

Attachment:  journal_request_form__to_distribute_distributed[1]. pdf
From:

Email Address:

Full Name:

|Catherine Harris

I remember me

To save your email address and name in Acrobat's Identity preferences, check
Remember me. Do not check this box if vou are using a public computer.

. I Submit Form

Send

l [ Cancel

5. You'll be prompted to select an email client.

a.

click OK. The form is automatically
sent back to the sender.

If you select ‘Internet Email’, you
will need to save the form and then
create an email with the file
attached and mail it to the sender.

SEFVICE,

Select Email Client

Please indicate the option which best describes how you send mail,
(%) Desktop Email Application

Chonse this option if wou currently use an email application such as
Microsoft Outlook, Eudora, or Mail,

() Internet Email
Chonse this option if wou currently use an Internet email service such as

‘¥ahoo or Microsoft Hotmail, ¥ou will then need to save wour Form and
return it manually ko rmlberb@geone, edu using vour Inkernet email

[Joon't show again

If you have GroupWise, Outlook or another desktop email application, then you should choose
‘Desktop Email Application’ and

(0] l l Cancel




Receiving a response

1. Open the attachment in your email. = il From: Catherine Harris

File Edit WView Actions Tools Accounts ‘window Help

R Cose 7 Reply B Reply Al ) Forward ~ g RN = ==

Mail | properties | Personalize || Discussion Thread
From: Catherine Harris [y
To: Catherine Harris
Subject: Submitting Complsted Form

10§19j2011 3:46:23 PM

Instructions to sdd this form to  respanse file:
1. Double-click the attachment.
2. Acrobat wil prompt you ko select aresponse file.

3

R E

Message | journal_teq...

44— Attachment

2. You'll be prompted to add the
completed form to your response file.
The location of the response file
already created should appear
beneath ‘Add to an Existing Response
File’, which you should select.

a. If the location is incorrect, (0 Create a New Response File
click on the ‘Browse’ button to |
find the file’s location. (NOTE:
the location is listed on the
Tracker screen.)

Add Completed Form to Response File

This file is a completed form and will be added to a response file.

(%) Add to an Existing Response File

‘ju:uurnal_request_ﬁ:urm_ to_distribute_responses, pdf b | [ Browse...

Browse, ..

QK ] [ Cancel

Lt
a View Responses

Your form has been successfully distributed. Responses will be combined into a
single file.

. S H:%acrobat material\Regquest a Print Journal Volume or Article_te
Jeoprrse (e LeEitone distribute_responses.pdf (Edit file location
Distributed On: 10/13/2011 4:47:45 PM using email attachment

@ Cpen Criginal Ferm




As responses come in, they will appear in the response file, as seen below.

ournal Yolume or Article_to distribute_responses.pdf - Adobe Acrobat Pro

File Edt Wiew SWindow Help

@ Create ~ @ @ % | ‘ Edit. ‘ E Layuutl i= Files ‘ |Sear:h

5 Update: |F"'3' m
s

= Filter

F'; Export ~

=

=1 Archive -

Request a Print Journal
volume or Article_to

The options on the left of the response file allow you to manipulate, update, and store
E Update collected data, among other things.

_1

Filter

=
[

¥port -

=a
L
=
g -
—-—

3. Close the tracker file when done, saving the file if prompted.



Digital Signatures

Digital signatures are the electronic equivalent of pen and paper signatures in that people use them to vouch for
the integrity of a document’s information. A digital signature can serve various purposes: to certify authorship, to
approve a document’s contents, to indicate that someone has reviewed a document, among others. Any
subsequent changes to the document, whether authorized or unauthorized, will be noted by Acrobat. In signing a
document, a person can even opt to lock the file so that no further alterations to it may occur.

In order to use a digital signature, you must also create a digital ID. This is the electronic equivalent of a driver’s
license or passport in that it proves your identity to others in an online environment. A digital ID usually holds
your name, email address, the name of the company that issued the ID, a serial number, and an expiration date
for the ID. People commonly request their digital ID online from a third-party vendor. Acrobat Pro offers a way to
create your own digital ID from within the program. This method does not offer the same degree of security as
going to a third party vendor, but will suffice for documents in most situations.

Contained in the digital ID is a digital signing certificate. You should send the certificate to those to whom you
intend to email documents digitally signed by you. Information embedded in this certificate enables recipients to
prove that the signature on your document actually came from you and not someone pretending to be you.

Digitally Sign a Document

1. Scroll to the location on your file where you wish to place the Comment
signature. R 5
2. Click on ‘Tools’ > ‘Sign and Certify’ > ‘Sign Document’. » Pages
» Content
» Forms

» Action Wizard

» Recognize Text

» Protection

| ¥ Sign & Certify |

| @ Sign Document |

/ Place Signature

% apply Tnk Signature

Time Stamp Document

@ More Sign & Certify -
Certify
2 with visiole Signature

E without Wisible Signature




A message appears explaining
how to create a signature
field.

Adobe Acrobat

i Using wour mouse, click and drag ko draw the area where you would like the
\’) signature ko appear. Once you finish dragging out the desired area, vou will be
kaken ko the next skep of the signing process.,

3. Click OK to remove
the message. (You [ Do not show this message again

may also checkmark

the box beside Do not

show this message
again if you no longer wish to view the prompt prior to signing files.)

Your mouse pointer will change to a crosshair and you can draw a box over the portion of your document where
you wish to add your signature.

Acrobat will now display your document in ‘Signature Preview’ mode.

4. Click on Sign Document in the upper right portion of the window.

i& review the document before vou

10



You will see the ‘Add Digital ID’ window.

5. Click on ‘A new digital ID | want to create

now’ and click ‘Next’.

I want to sign this document using:
() My existing digital ID from:
A file

A roaming digital ID accessed via a server

A device connected to this computer

(®) A new digital ID I want to create now

6. Select ‘New PKCS#12 digital ID file’, if it isn’t

a I rea dy Selected, a nd press lNEXt' . wihere would you like bo store your self-signed digital ID?
| (2) New PKCS#12 1 ID file |

Creates a new password protected digital ID File that uses the standard PKCS#12 Farmat, This
common digital ID file Farmat is supported by most security software applications, including major
web browsers, PKCS#12 files have a .pfx or .p12 file extension.

() windows Certificate Store

Your digital 1D will be stored in the Windows Certificate Store where it will also be available to other
Windows applications. The digital ID will be protected by your Windows login,

11



7. Enter your personal information. Leave the ‘Key
Algorithm’ at the default of 1024-bit RSA.

8. By ,Use dlglta| |D for:', Select ,Dlgltal Slgnatures'. Enter your identity infarmation to be used when generating the self-signed certificate,

9. Click ‘Next'.

| Add Digital ID

5]

Mame (e.g. John Smith): | ST EE

rganizational Unit:

Organization Name:  [ETC

Email Address:  |mborh@guume.edu

Country/Region: ‘ U5 - UNITED STATES v ‘

[ Enable Unicode Suppart

Key Algorithm: ‘ 1024-bit RS54 v‘

Use digital ID for: ‘ Digital Signatures and Data Encryption v ‘

Add Digital ID X]

Enter a file location and password For ywour new digital 1D File. You will need the password when you use

10. Enter a password and then re-enter to confirm it.
the digital ID ko sign or decrypt documents. You should make a nate of the file location so that you can

H (Cing ’ capy this file for backup or other purposes, You can later change options For this file using the Security
11 C||Ck FInISh . Settings dialog,

File Mame:

bnd SettingsimiberblApplication Dataladobelacrobati 10, 04Security) CatherineHarris, phx Birowse. .

Passward:

|
I o o

Confirm Password:

12



The name you entered in the ‘Add Digital ID’ dialog box will appear in the window by ‘Sign As:’. (NOTE: If you

have created multiple signatures, you might need to click on the drop-down arrow by the ‘Sign As:” window to

locate the signature you wish to use.)

1.

5.

Enter your password (case-sensitive).

If you checkmark ‘Lock Document After Signing’, no one
else can alter the document or add an additional
signature.

Select the reason for the signature under ‘Additional
Signature Information’.

Click on the down arrow by the ‘Appearance’ drop-down
window and select ‘Create New Appearance...”.

Give your Digital Signature a descriptive title that will
enable you to identify it easily (in case you create
multiple signatures).

Under ‘Configure Graphic’, you may opt to add an image to your

signature by selecting Imported Graphic and clicking on the ‘File...”

button to locate the image.

Under ‘Configure Text’, you would generally have selected to appear

as part of your digital signature: your name, the date, and the reason

for the signature.

6.

Click OK in the ‘Configure Signature Appearance’ dialog
box when done.

Back in the ‘Sign Document’ window, click OK to add
your digital signature to the Acrobat file.

13

Sign Document g|

Sign &s: | Catherine Harris <mlbcrh@gwuamc.edus w @

| Password: | I

Certificate Issuer: Catherine Harris

| Appearance; |[Standard Text w

Standard Text

Digitally sign

C a t h e r i n gaNr:ricsn=Catheﬁn_e Harris,
e Harris

email=mibcrh@gwumc.edu, c=U5
Reason: <none>
Date: 2011.11.04 11:58:15 -04'00

| [ Lock Document After Signing | @

Additional Signature Information @

Sign ] [ Cancel

Configure Signature Appearance &‘

Title! ‘

Preview

your common name here
your signing reason here
2011.11.03 12:13:53 -04'00'

Canfigure Graphic
Show: (%) Mo graphic
( Imported graphic

O Mame

Import Graphic Fram:

Configure Text

Show: hame [ Location [ pistinguished name [Logo
Date Reason [CLabels
Texk Properties
Text Direction: (%) Auto ) Left b right (O Right to left

Digits: | 0123456769




Your signature will appear on the document with whatever information you have chosen to display with it (e.g.,
name, date, reason for signing).

Catherine Harris

| am the author of
this document
2011.10.20 15:47:04
-04'00" sample digital signature

Everyone to whom you send this file will need to have a copy of your digital certificate in order to authenticate
your digital signature. (See section, ‘Share Your Digital ID with Others’.)

14



Share Your Digital Certificate with Others

You will probably want to email in advance a copy of your digital signing certificate to those to whom you intend

to send digitally signed documents. Those who receive copies of the certificate will have your name added to the

list of trusted identities and can easily vouch for the authenticity of your digital signature.

To export your digital certificate,

1. Click ‘Tools’ > ‘Protection’ > ‘More Protection’ >

‘Security Settings...’

Tools

Comment

% Signature Panel

ation here. Delete text

a5

(QE Rights Management
FH

Security Properties
7 L

|

» Pages

» Content

+ Forms

» Action Wizard

—| » Recognize Text

|v Protection |

@ Encrypt

ll Mife Protection |l.

* |Black Out & Remove Content

E Mark for Redaction

Security Settings...
@ o] Import Securkty Settings

I @ Expart Security Settings

@ Mark Pages to Redart

Y o)

h

@' Create Security Envelope...

ﬁ Redaction Properties

Ll &

2. Click on ‘Digital IDs’ in the upper left corner of the ‘Security Settings’ window.
3. Click once on your digital certificate file listing and then choose ‘Export’.

#8 Security Settings

Digital IDs

Directory Servers

Hame

| addm 7 Usage Optians + @cmﬁcate Detalls

Issugr

borage Mechanism

oy refrech [ Removen

Time Stamp Servers
Adobe LiveCycle Rights Mk

Issued by:

Valid from:
Valid to:

Intended usage:

Catherine Harris

BTC

Catherine Harris

BTC

2011/10/20 15:09:57 -04'00'
2016/10/20 15:09:57 -04'00"

Sign transaction, Encrypt document

15




4, Choose ‘Email the data to someone’.

Data Exchange File - Export Options

‘You have chosen to export the Following data:

My Certificate(s)
Certificates are exported to allow the recipients to validate signatures created by
wou and to encrypt docurents For vou, Exporting vour certificate does not export
wour private key,

Export Oplions

Select whether vou want to save the data to a file or share it via email;

(%) Email the data to someone

") Save the data to a file

Mext l [ Cancel

5. Enter email addresses in the ‘To’ field, separated by commas, and choose ‘Email’.

Compose Email [‘5_(|

_@— Email vour public-key certificate, Clicking Email will transfer this message
to your email client software,

Message

To: |l

Subject:  |Acrobat FOF Data Exchange File from Cathering Harris

Attached is an Acrobat FDF Data Exchange File from Catherine ~
Hattis, F

The attached file contains a copy of a certificate from Catherine
Harris that you can use to validate signatures and encrypt
documents,

Opening this file will start Adobe Acrobat or Adobe Reader and
prompt you ko process the file,

To open and process the file attachment, you need Adobe Acrobat
.0 Professional or Standard, Adobe Reader 6.0, or later versions.

Ernail ] [ Cancel

16



Your default email application opens
and a message appears with your
digital certificate attached, the email
addresses entered, and an

explanatory message entered in the
body of the email.

6. Click ‘Send’.

=5 Mail To: mibcrh@gwumc.edu

Fie Edit View Actions Tools Accounts ‘Wwindow Help

B send B Cancel [T addess (7 [ Gy 3 spellchek () L ]
Mal | send Options

Gl

From: ] |Catherine Harris

o0 [ iberh@guome edu

Subject: [Acrobat FOF Data Exchangs File from Cathering Haris

— 0@ B

Attached is an Acrobat FDF Data Exchange File from Catherine Harris.

The attached file contains a copy of a certificate from Catherine Harris that you can use to validate signatures and encrypt documents.
Opening this file will start Adobe Acrobat or Adobe Reader and prompt you to process the file.

To open and process the file attachment, you need Adobe Acrobat 6.0 Professional or Standard, Adobe Reader 6.0, or later versions.

Adaobe, Acrubat,‘ and Adobe Reader are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States and/or
other countries,|

o S
Digital Certificate attachment -

When the recipient opens up the certificate, (s)he will see this:

Data Exchange File - Import Contact

Contact Information
Sender

Mame: Cathering Harris

Email Address:  mibcrhi@gwumnc, edu

Add Certificate to Lisk of Trusted Identities

for the associsked Contact.

¥ou have opened an Acrobat FOF Data Exchange File containing the following data:

This file contains Contact information for the sender. Click Set Contack Trust to set options on
haow kainclude this Contact in your lisk of trusted identities. Contact information includas
certificates that, once trusted, can be used to validate signatures from and encrypt documents

Set Contack Trust. ..

Close

7. Click on ‘Set Contact Trust...".

17




In the ‘Import Contact Settings’ dialog box, to checkmark ‘Use
this certificate as a trusted root’. To allow actions that could
potentially compromise document security, such as playing
embedded video segments, checkmark ‘Certified documents’
and any of the boxes listed beneath it that you choose.

8. Click OK when done.

You'll see a message indicating that the import has succeeded.

Import Complete

Import details:

Importing Conkar :
1 certificatels) imported and added to 'Catherine R Harris',

9. Click OK to close the message.

Import Contact Settings

Certificate Detais
Subject: Catherine Harris <miberh@gumc.edus
Issuer:  Catherine Harris <mlbcrh@gwume. sdus

Usage: Sign bransaction, Encrypt document

Expiration:  10/24[2016 3:12:05FM

Trust | policy Restrictions

perfarmed on or abave a trust anchar.,

| [“] Use this certificate as a trusted root

If signature validation succeeds, trust this certificate For:

Signed documents or data

Certified documents

Dynamic content

Embedded high privilege JavaScript

& certificate used ta sign a document must either be designated as a trust anchor or chain up
t0 & trust anchor in order for signature validation ko succesd, Revocation checking is not

Privleged system aperaons (netnarkig, prinking, i access,

Certificate Details...

10. Close out the ‘Data Exchange File — Import Contact’ window.

18



Configure How You Verify Others’ Signatures

1. Onthe Menu Bar, go to Edit > Preferences, and choose ‘Security’ from the list of categories on the

left.

2. Click on ‘Advanced Preferences’ and select the

‘Verification’ tab.
3. Under ‘When Verifying’, choose to use the
default, document-specified method for

verifying signatures, requesting a prompt when

it’s not available.

4. Also, make sure that ‘Require certificate

checking to succeed whenever possible during
signature verification’ is check-marked. This

runs a certificate against a list of revoked

certificates as part of the validation process.

5. Click OK when done to return to the

Digital Signatures Advanced Preferences ﬁ

Werification | Creation | Windows Tntegration

when Yerifying:

| () Use the document-specified method. Prompt if it is nat available. |

() Use the document-specified method, Use the default method f it is not available,

O Always use the default methad (overrides the dacument-specified methad),

Default Method For Verifying Signatures:

| Require certificate revocation checking ko succeed whenewer possible during signature verification I

[1gnore document validation information
Werification Time
Yerify Signatures Using:
() The current time
() Secure time (e.q. timestamp) embedded in the signature if avalable, current time otherwise

(%) The time at which the signature was created

Use expired timestamps

‘Preferences’ window and the click OK again to exit that window.

Import a Certificate from a Digital Signature Contained in a .pdf File

If you have not been sent someone’s digital certificate in advance of receiving a signed document from him/her,
you can add the certificate to your list of trusted identities by contacting the creator and comparing the certificate

details you see to those of the creator’s original certificate.

To do so:

1. Open the .pdf file containing the signature.

lé‘_,'J |.0.t least one signature has problems. |
—_

|£J Sighatures 4]
|—|_| - | Walidate Al
)
%1 Rev. 1: Signed by Felix th
y Meow
&
&

Felix the Cat
2011.10.24
11:50:00 -04'00"




2. Open the signature panel, by clicking on the signature icon.

&

ez

3. Click on the signature whose certificate you are seeking to verify.

E_!_'], Rey. 1: Signed by Felix th* IJ

4. In the Options menu directly above, select ‘Show Signature Properties’.

B=|~ YWalidate Al I
EIGGRE

_ Go ko Signature Field

Yalidate Signature

Yalidake All Signatures

YWiew Signed Yersion

Compare Signed Wersion to Current Yersion

[Shuw Signature Properties. .. ]

20



5. Inthe ‘Show Signature Properties’ window, click on ‘Show Certificate’.

Signature Properties

X

lzl'.l Signature walidity is UMROWR,

[y

Summary |D|:u:ument | Zigrer | Date(Time | Legal

Sigried bey: |Fe|ix the Cat <crharris@guu.edu= [ Show Certificate, ..

Reason: |N|:|I: available

Date: [2011/10/24 11:50:00 -D4'00' Location: Mok available

Walidity Surmmary

% The Document has not been modified since this signature was applied,

E_!_‘]. The signer's identity is unknown because it has not been included in wour lisk of trusked
identities and none of its parent certificates are trusted identities,

‘1, Signature dateftime are From the clock on the signer's computer,

If the certificate is self- ertificate Yiewer [5_<|

signed, contact the creator —
of the certificate to confirm This dialog allows you to view the details of a certificate and its entire issuance chain. The

. . . details correspond to the selected entry.
that the information in the

Details tab matches the

[] show all certification paths Found

g . Felix the Cat <crharris@agis L. | Details | gk, i ici i
details in hls/her own d Summan | |R,vu:ucat||:un Trust || Paolicies || Legal Motice
certificate. Certificate data:

WENE Yalue A
MDS digest 04 F7 BE 7983 C5 64 47 22 B1 ...
SHA1 digest 00 7CS06E 6551 22B7 6003 D...
%509 data 0820257308201 C0A0030,,, B
1.2,840.1135,.. <see details:=

key usage Sign transaction, Encrypt document
= SHAl digesto... <see details=
& Public key R34 (1024 bits)

I1E4
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If the information matches,

6. Click the Trust tab, click ‘Add to Trusted Identities’.

Certificate Viewer &|

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

[15hiow all certification paths Found

Felix the Cat <crharris@gw | Summary | Details Revucatlor[ Trust |bo\|c|es Legal Motice
| IS |

This certificate is not trusted,

Trust Settings

Sign documents or data

Certify documents

certified document

Execute high privilege JavaScripts that are embedded
in & certified docurnent

Perform privileged system operations (networking,
printing, file access, eke.)

®
x
3 Execute dynamic content that is embedded in a
*®
x

Add to Trusted Identities. ..

< |

) This is a self-signed certificate. The selected certificate path is valid.

The path validation checks were done at the signing time 2011/10§24 11:50:00 -04'00"

An Acrobat Security message appears. If you trust the sender,

6. Click OK.

Acrobat Security

If wou change the trust settings, vou will need to revalidate any signatures to
! see the change,

Trusting certificates directly from a dacument is usually urwwise, Are vou sure
wou want ko do Ehis?

Ik l [ Cancel
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In the ‘Import Contact Settings’ dialog box,

7. Select your trust options (see options listed in figure below), and click OK.

Import Contact Settings le

Certificate Details
Subject:  Felix the Cat <crharris@gwu, edu=
Issuer:  Felix the Cat <crharris@geu.edus

Usage: Sign transaction, Encrypt document

Expiration: 10f24/2016 3:49:12 PM

Trusk |

A certificate used to sign a document must either be designated as a trust anchor or chain up
bt & brusk anchar in order For signature validation to succeed, Revocation checking is not
performed on or above a trust anchor.

Ise this certificate as a trusted root

I signature walidation succeeds, trust this certificate For:

Signed documents or data
Certified documents

Drynamic conkent
Embedded high privilege JavaScript

Privileged system operations {networking, printing, file access
7] ! ) )
etc,)

CK ] [ Cancel
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Signalure Properlies

‘Qj fae A R . ) Ml]; Sonature bty i UNENCHW,
The ‘Signature Properties’ dialog box still lists the signer’s E—
Identlty as UnknOWn. g by:  [Callrie Hanrt, <l rgename i Show Costhustr.
Resson: |1 am the sthor of U document

Sgnng Trne: [011/10/24 10:12:35 -0500° Lication: [Hok avadabie

8. Click ‘Validate Signature’ at the bottom of the dialog -
& hen ed e this sior sppled.

kst of brusted

. & The sy b5 unknoum b  has nak been Inchdedd
el arad pone of s paverd; cerliicates are rusled ienlies.

1, Swanin b i Froen the chock on the signer's cofrputer.

Signatre wars crested using Adohe Acrohat 10.0.0,
Signabure wees validabed as of the ourrent Line;
2001[LLB8 14:38:53 050"

Signalure Properlies

‘@ Signature b5 VALLD, siored by Catharna Hams <mibrbaiowunc. edus.

Summary | Ducuert | Siger | Datef Tae | Legsl

This validates the signer’s identity and you can press ‘Close’.

signed bry: [Cakbwerine Hesris <anbrt@yvmanc, i [[ S coeticare... |

Resson: |1 am the sthor of U document

Sgnng Tme: [011110/24 10:12:35 -0500° Lication: [Hok avadabie

Wakdty Summany

& Ther Hied hiz sir appbed.

, Signing b bs From thes clack on the signer's compuster.

Sgnature wes crested using Adobe Acubat 10.0.0,
waldsted as of the ourrent time:

Signabure was
2011711108 14:43:01 0500

The file you have been sent should now say that the signature is valid.

@ Signed and all signakures are walid.

Signatures (]
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